POLICY AND PROCEDURE
SUBJECT: Computer Usage
L PURPOSE

Employee computers are City of Quincy (City) assets and critical components of the day-to-day
operations of the City. These computers are provided by the City to facilitate the performance of
the City’s business. All computers are the property of the city. This policy sets forth the City’s
intentions with regard to access to, and proper usage of the City’s computers and local area
networks.

II. POLICY

All electronic documents created or stored, and all communications using the City’s computers
are the property of the City. The City may access documents or communications stored on its
property or in its systems whenever warranted by business need or legal requirements, and it may
periodically monitor its systems for accounting purposes, to assure proper use, and to prevent
security violations. Employees should not expect that their communications using the City’s
systems are private or confidential.

III.  PROCEDURE
A. SOFTWARE

1. Only software authorized by the Chief Information Officer (CIO) will be loaded on
computers

2. Only Information Technology (IT) personnel are authorized to load software. Any
unauthorized software will be removed.

3. No user should load software onto a network or local drive for any reason.

B. HARDWARE

Only hardware authorized by IT will be installed on computers.
Only IT personnel are authorized to install hardware components. Any unauthorized
hardware will be removed.

N —

C. PURCHASING COMPUTER EQUIPMENT

1. No computer equipment will be purchased without authorization of the CIO or his/her
designee.

2. Any equipment purchased without authorization will not be connected to the network nor
will it be installed or serviced by IT.
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